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Executive Summary:
The following risk assessment has been developed to determine the risk level that exists in our client base by developing a structured process to assess, identify, and assign risk to electronic ACH products, services, and geographies as it relates to the Bank Secrecy Act, Anti-Money Laundering, and OFAC procedures.  This policy will be updated semi-annually by the risk assessment committee.  

· Asset Size

· As of April 30, 2010 Webster First Federal Credit Union had an asset size of $497,011,797.00.

· Number of Employees 

· As of May 24, 2010 Webster First Federal Credit Union had 151 employees.

· Employee Turnover 

· Moderate turnover of frontline personnel. 

· Annual BSA/AML testing is required for all employees that have contact with members.

· Upon hiring, criminal background checks are completed for all employees.

· Geographies

· All 9 branches are located in a High Intensity Drug Trafficking Area.

· No branches are located in a High Intensity Financial Crimes Area.

· Member Base 

· Comprised of individuals who live, work or worship in Worcester County.

· Stable well-known customer base.

· Low number of high-risk businesses.

· Products and Services 

· The credit union offers an array of ACH products and services such as ACH Receiving, Origination, and Remote Deposit (Deposzip)

· Overall, most ACH products and services offered by Webster First Federal Credit Union fall in the low to moderate categories.

· Jack Henry’s Yellow Hammer Fraud Detective

· Reports created daily are viewed to identify any possible money laundering activity, or possible fraud that may require a SAR

· Reports viewed daily are as follows:

· ACH activity on Deceased Persons

· High ACH 30 Day Total # of Transactions

· High ACH 30 Day Total $ amount

· All other ACH transactions are also viewed 

· Suspicious Activity Reporting (SAR)

· A SAR is filed when the credit union detects or suspects any actual or attempted federal criminal violation committed against the institution or being conducted through the CU VIA the ACH Network.

· International ACH Transactions (IAT)
· ACH files are searched daily for IAT entry class codes

· This is performed before any ACH transactions are posted to members accounts

· Any IAT entry class codes that are discovered  are then scrubbed through OFAC 

· OFAC Reporting

· All ACH transactions and names of all parties related to an ACH transaction are checked against the OFAC database daily.

· Each member is checked against the OFAC Database on a quarterly basis.

Asset Size:

As of April 30, 2010, Webster First Federal Credit Union had a total asset size of $497,011,797.00.  

Number of Employees

As of May 24, 2010, Webster First Federal Credit Union has 130 full-time employees and 21 part-time employees.

The Electronic Operations Department which processes ACH has six employees. 

Employee Turnover:

WFFCU has experienced ‘Low’ employee turnover of frontline employees.  This turnover can be attributed to lack of accelerated advancement, salaries, increased responsibility relating to recent heightened check fraud, and fear of disciplinary action due to cash handling errors.

Webster First Federal Credit Union has a turnover rate of 12.75% for the year 2009, and only 2.69% so far in 2010.  As of May 24, 2010, The Electronic Banking Department has lost only one employee in the last year.  

Current Risk Mitigation:

Upon hiring, frontline employees are required to undergo extensive training in security procedures (ex. robbery training), BSA regulations, Anti-Money Laundering, and Customer Identification Program.  

· Criminal Background checks are required for all new employees as of August 18, 2005.

· Annual BSA/AML testing is required for all employees that have contact with members.

· Product and service training is provided weekly to increase product knowledge and awareness.  

· Offering partially subsidized courses in the banking field.

· Offering a comprehensive benefits package including 401k, disability insurance coverage, health and dental insurance.

Geographic Location:

Webster First Federal Credit Union has 9 branches located throughout Worcester County.  Membership for Webster First Federal Credit Union is open to anyone who lives, works or worships in any of the cities or towns of central Massachusetts’ Worcester County.  Immediate family members of existing members also qualify for membership.
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	*HIDTA Headquarters located in Boston.


None of WFFCU’s existing branches are located in the High Intensity Financial Crimes Area.  However, Worcester County is considered a High Intensity Drug Trafficking Area.  All branches, with the exception of Worcester, are located in small rural communities.  Therefore, we do not consider these locations as high-risk drug trafficking areas.   

Customer Base:

Member Relationships:

Webster First Federal Credit Union’s member base is comprised of individuals who live, work or worship in any of the cities or towns of central Massachusetts’ Worcester County.  Typically, our members are low to middle working class individuals.  WFFCU does have a few nonresident aliens as part of our membership base but totals less than .25% of our overall membership.  As a whole, WFFCU has a stable well-known customer base with few high-risk members.  Our high-risk members include members with subpoenas for criminal investigations, suspicious activity reports, and cash intensive businesses. A list of these high-risk members can be found with the BSA Officer.  High Risk Member reports are available through Yellow Hammer BSA.

Business Relationships: 

Upon reviewing our current business customers, we have identified a small amount of cash intensive businesses.  We currently have six businesses with currency transaction exemptions.  Our business customer base does not include non-bank financial institutions, politically exposed persons, or embassy and foreign consulate accounts.

Although some of our business customers are considered high-risk according to the FFIEC, we have obtained all necessary documentation that is required to properly identify their legitimacy.  As a standard procedure, WFFCU obtains additional business information to help detect any changes to normal business activity.  These requirements can be found in the CIP Policy.     
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1. Restaurants X

2. Churches X

3. Construction Co. / Contractors X

4. Car Wash Facilities X

5. Retail/Wholesale – Ethnic Foods X

6. Beauty Salon/Spa X

7. Landscaping/Garden Ctrs. X

8. LLC’s, LLP’s (Real Estate Holdings) X

9. Liquor Store X

10. Dry Cleaners X

11. Gift Shops X

12. Bars/Taverns X

13. Non-Profit Org. X

14. Attorneys X

15. Golf Course X

16. Gym X

17. Trucking/transporter X

18. Indoor Sports Facility X

19. Moving Company X

20. Truck/Auto Repair X

21. Light manufacturing X

22. Machine Tool & Die Shop X

23. Individual Real Estate Investor X

Commercial Loan Department - Customer Base

Type of Business


Although numbers 1-17 are considered high-risk members according to the FFIEC manual, we consider these moderate risk because of our ability to conduct due diligence according to our CIP policy.  Accounts are reviewed annually for any possible changes in financials or business operations.
ACH Products & Services:

ACH Originating (Low-Risk):

Potential Risk:

· Transaction is processed without enough funds to support the electronic transaction.  

· Unauthorized transaction processed through origination.

Current Risk Mitigation:

· Transactions verified for account balance and accuracy with originating client on the telephone.

· Dual Control   

· Product is audited once a year by an outside organization.

· Currently originating for only three companies/organizations.
ACH Receiving (Low-Risk):

Potential Risk:

· Transactions posted to incorrect account, or returned with the incorrect code.  

· Loss from reclamations being processed incorrectly.  

· Possible fraudulent transactions processed to members account.  

Current Risk Mitigation:

· Policy and procedures followed.  

· Annual training of ACH operator.  

· Unauthorized ACH forms and Stop Payment forms available to reverse fraudulent transactions.  

· Product is audited once a year by an outside organization.

Remote Deposit (Moderate-High Risk) 

  Potential Risk
· Unlawful use of system to defraud the credit union or associated business.

· Physical alteration of a deposited check

· Counterfeit items or duplicate presentment

· Possibility of increased risk of identity theft

· Potential for check kiting

Current Risk Mitigation:

· Member must accept  the Terms & Conditions Contract 

· No consumers are signed up for this product at this time

· Business must be established for two years or more

· Existing members must be in good standing with WFFCU for 6 months based on Episys review

· New members must show 6 months of statements from previous financial institution

· Must have demonstrated a satisfactory checking account history as reported by a Consumer Reporting Agency (E-funds)

· May require a qualifying credit score

· May require financial records

· Business accounts will be reviewed semi-annually by the Commercial Loan Department to determine if the appropriate dollar threshold has been established

· A Smartlinx Business report will be done on the business through Leis/Nexis along with a Business Risk View analysis. 

· Must use a double sided scanner (Canon DR -2010C recommended)*

· Member must endorse back of check “For Deposit Only at Webster First FCU” must also date the check, write “Via Remote-Deposit”.  (Members may also use an endorsement stamp as an alternative). 

*any company approved for remote deposit before this ACH Risk Assessment was completed, are not required to purchase a double sided scanner. 

Information Security  

· Ach Files are downloaded and uploaded through an encrypted digital certificate provided by Verisign & Eascorp/Vertifi

· A Certificate is needed to access any files on Eascorp/Vertifi website
· ACH Origination can only be performed through dual control

· A batch cannot be released by the same person who created it
· Downloaded files and database maintained on a dedicated directory (M:drive)

· This directory is limited to critical Operations department staff and any other select authorized employees.  

· The directory is protected with NTFS security rights, and is backed up daily. 

Business Continuity Planning

· As of 2010, Webster First FCU will test their ACH Business Continuity Plan semi-annually, at an off-site location 
Quantity of Risk Matrix – ACH DFI Identified

                                          __________________________________________________________________

I. Risk Management Systems and Controls                                     

	Low
	Moderate
	High
	Residual Risk Rating

	WFFCU has developed written policies and procedures, internal controls, and performs an annual risk-based audit program.
	WFFCU has a semblance of policies and procedures, limited internal controls, and a cursory audit program.
	WFFCU has not developed written policies and procedures, and has not implemented a risk-based auditing program.
	Low


Rating Rationale:  Webster First has established policies and procedures which are updated as needed.   A third party performs yearly risk-based audits on our ACH program.  This institution has certificate based security to access the ACH program through Eascorp which tracks all ACH activity, as well as windows based computer terminals.

II. Credit Risk - ODFI

	Low
	Moderate
	High
	Residual Risk Rating

	WFFCU has implements credit-risk controls, underwriting standards, analysis of Originator’s credit-worthiness, and set appropriate exposure limits.
	WFFCU has the beginnings of credit-risk controls, but no formal underwriting standards, and no ongoing credit analysis of ACH Originators.
	WFFCU has not developed credit policies and procedures on Originating members.
	Low


Rating Rationale:  The above procedure is for payroll based origination, which will be approved through our Commercial Loan Department.  The Commercial Loan Department will perform a credit analysis and set exposure limits.  Members looking to perform any other form of origination will be evaluated according to CIP procedures and verification through Lexis/Nexis.

III. High-Risk Activities – ODFI

	Low
	Moderate
	High
	Residual Risk Rating

	WFFCU does not originate for high-risk members, or for third-party senders.
	WFFCU originates for third-party senders, but does not process for “known” high-risk members.
	WFFCU originates entries for companies that engage in potentially illegal activities, and has clients with an unusually high-volume of unauthorized returns (not in violation of the NACHA Rules).
	Low


Rating Rationale:  Daily ACH files are processed through OFAC and reviewed by the BSA/OFAC Officer.  Transactions are reviewed by the BSA/OFAC Officer for suspicious activity on YellowHammer Fraud Detective.  Member and share due-diligence must be completed on Episys to effectively monitor activity through YellowHammer.

IV. Direct Access – ODFI

	Low
	Moderate
	High
	Residual Risk Rating

	WFFCU has no direct access participants.
	WFFCU has direct access participants, but only for the origination of credits.
	WFFCU has direct access debit participants
	Low


Rating Rationale:  N/A

V. Compliance/Legal Risk

	Low
	Moderate
	High
	Residual Risk Rating

	WFFCU complies with the NACHA Rules and all applicable federal regulations, including Reg. E, AML/BSA and OFAC.  No ACH Rules Violations received for federal enforcement actions enacted.
	WFFCU “mostly” complies with NACHA Rules and federal regulations.  Currently operating under an “informal” enforcement action for federal “issues”.
	WFFCU currently paying NACHA fines and operating under a C&D for federal regulatory violations.
	Low


Rating Rationale:  Webster First is in compliance with all NACHA Rules and applicable federal regulations.  Webster First does not have any federal enforcement action or fines filed against them.
VI. Third Party/Vendor Due-Diligence and Suitability
	Low
	Moderate
	High
	Residual Risk Rating

	WFCU uses very few third-party service providers.  WFFCU thoroughly checks background of third-party, and WFFCU effectively manages relationship with third-party.
	WFFCU utilizes a “number of third-party service providers.  Background checks are completed at inception, but on-going “management” is left to user group.
	WFFCU exhaustively uses third- parties for all ACH processing.  Background checks are not performed and on-going vendor management is spotty at best.
	Low


Rating Rationale:  Webster First utilizes Eascorp as a third party vendor.  SAS-70 is reviewed annually and financial records are reviewed quarterly.  A Vendor Risk Committee has been established to review any new accounts, existing vendors, and changes to current or expiring contracts.
VII. Transaction Risk/Cross-Channel Exposure
	Low
	Moderate
	High
	Residual Risk Rating

	WFFCU utilizes enterprise-wide compliance management to ensure that “risky” ACH transactions do not migrate to “other” payment systems.
	WFFCU does not coordinate the risk management of retail and wholesale payment system, and does risk compliance management on a per system basis.
	WFFCU has no plans for payments systems risk management.
	Low


Rating Rationale: Webster First currently does not allow transactions to migrate to other payment systems to process ACH, wire or debit card transactions.

VIII. Information Security

	Low
	Moderate
	High
	Residual Risk Rating

	WFFCU employs dual control and separation of duties in customer access, employee access, and utilizes sound, risk-based data security controls.
	WFFCU utilizes dual control, but does not impose same requirement on commercial clients.
	WFFCU chooses not to use dual control, and utilizes only spotty data security controls.
	Low


Rating Rationale: All ACH Origination transactions are run through dual control.  A created batch cannot be released by the creator.  Password security is also protected by dual control.  Two administration members are required to reset or change a Password.  Access to Remote Deposit (DeposZip) and ACH Receiving are processed through a certificate based security.
IX. Business Continuity Planning

	Low
	Moderate
	High
	Residual Risk Rating

	ACH BCP is a part of overall DFI BCO efforts.  BCP is tested on a quarterly basis using ever-changing scenarios
	ACH BCP is stand-alone process, and is only tested once per year.
	WFFCU does not maintain a satisfactory BCP program at either the institution or ACH departmental level.
	Low/Moderate


Rating Rationale:  Business Continuity will be tested semi-annually starting in 2010.
X.  Audit

	Low
	Moderate
	High
	Residual Risk Rating

	WFFCU experiences satisfactory independent tests of policies and procedures, accounting controls, and NACHA Rules
	Accounting controls are satisfactory, though policies and procedures are “overlooked” by sales staff, and self-audits performed sporadically
	NACHA self-audit is not completed, and audit of accounting controls is only done when required by federal examiner.
	Low


Rating Rationale: Webster First is audited annually by Coclin Associates to assure that the Credit Union is compliant with all policies and procedures, accounting controls and NACHA Rules.
XI. Personnel Turn-over

	Low
	Moderate
	High
	Residual Risk Rating

	WFFCU experiences a “Low” turnover of key personnel or frontline personnel.
	“Low” turnover of key personnel, but frontline personnel in product/sales management may have changed.
	“High” turnover especially in “key” personnel positions.
	Low


Rating Rationale:  Webster First does not have a high number of turnover with their personel.
XII. New Product Development

	Low
	Moderate
	High
	Residual Risk Rating

	WFFCU completes a risk assessment, strategic analysis, capacity analysis, and profitability analysis prior to implementing new products or services.  Board review of such is required before product “roll-out”.
	Risk assessment and capacity analysis are completed, but board is not brought into the decision process.
	WFFCU has no formal new product implementation program.
	Low


Rating Rationale:  Due-diligence is completed on potential new products by Accounting, Operations, Marketing, and IT departments.  The Vendor Risk Committee will also review the potential new product to mitigate any risk associated with the product.  High-cost and high-risk products may need to be submitted to the board of directors for approval.  
Product Category:  Funds Transfers

Sub-Product Category:  Automated Clearinghouse – ACH

Core System Used:  Symitar

Third Party Provider:  Eascorp

Systematic Feed to AML/Rusk Management Software:  Yes – Yellow Hammer BSA

International ACH – Yes – Number of IAT’s expected – Unknown

OFAC Scanning:  Yes – All daily ACH transactions are filtered through Bridger Insight/Lexus Nexus

Domestic ACH

Items in 2009

Dollars in 2009
Receiving:

Credits 


    553,511

$363,899,565.26

Debits

           
                405260

$141,961,410.68

Actual Number of Returns 2009
R05          0

R10:      59

R29:         3

R07:       18

Federal Reclamations:      68

# of SAR Referrals Made:    0

ACH Origination:     # Clients in 2009    #Files in 2009     # Clients in 2008     #Files in 2008     %Change Clients     %Change Files
Receiving                                        

Credit Files
                  2 
                77                         2                             79                             0                          1.03%

Debit Files 
                  0
                 0                          0                              0                               0                             0 

Explanation for Change:  No major change, only a difference of two transactions.

# Of Members Originating:  

WEB Debits

0

 TEL Debits

0

CCD Debits

0

IAT Debits/Credits
0 

“Other Debits”

0

% of Members exceeding “national averages” for returns (e.g., R03, R04, R10, et al.) = 0

% of Members exceeding established credit and debit limits = 0

Overall ACH Risk= Moderate risk

ACH processing risk in our institution is rated ‘Moderate’.  Origination is currently only performed for existing members with long-standing relationships or with a strong financial history.  During 2008 -2009 Webster First only offered ACH Origination for “Payroll” or “Direct Depositing”.  Webster First plans to offer ACH Origination for debits and credits, as well as ‘TEL’ transactions during the 2010 calendar year.  Return volumes are within national parameters.  Business continuity planning and testing are being established, and information security passes federal scrutiny.  ACH agreements will be updated by the June 18, 2010 deadline.  
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		Commercial Loan Department - Customer Base

		Type of Business				Low		Moderate		High

		1.		Restaurants						X

		2.		Churches						X

		3.		Construction Co. / Contractors						X

		4.		Car Wash Facilities						X

		5.		Retail/Wholesale – Ethnic Foods						X

		6.		Beauty Salon/Spa						X

		7.		Landscaping/Garden Ctrs.						X

		8.		LLC’s, LLP’s (Real Estate Holdings)						X

		9.		Liquor Store						X

		10.		Dry Cleaners						X

		11.		Gift Shops						X

		12.		Bars/Taverns						X

		13.		Non-Profit Org.						X

		14.		Attorneys						X

		15.		Golf Course						X

		16.		Gym						X

		17.		Trucking/transporter						X

		18.		Indoor Sports Facility				X

		19.		Moving Company				X

		20.		Truck/Auto Repair				X

		21.		Light manufacturing		X

		22.		Machine Tool & Die Shop		X

		23.		Individual Real Estate Investor		X






